
Embedded Systems : Hardware or 
Software?

Jazi Eko Istiyanto, Ph.D
Program Studi Elektronika dan Instrumentasi

Jurusan Fisika FMIPA UGM
jazi@ugm.ac.id



Introduksi

• Embedded systems: apa itu?
– ‘A special purpose computer built into a larger device’

• ‘Special-purpose’
– Embedded systems mepunyai tugas yang sangat

spesifik
– Bandingkan dengan: general purpose (PCs etc)

• ‘Built into a larger device’
– Embedded systems (biasanya) merupakan bagian dari

piranti yang lebih besar, untuk meningkatkan
kapabilitasnya



Sejarah…
Embedded System pertama: Apollo Guidance 
Computer

http://www.nasm.si.edu/nasm/dsh/artifacts/GC-ApolloBlock1.htm



Kini/Esok



Embedded Systems saat ini

• Signal processing systems
– Real-time video, set-top boxes, DVD players, medical 

equipment, residential gateways
• Distributed control

– Network routers, switches, firewalls, mass transit 
systems, elevators

• “Small” systems
– Mobile phones, pagers, home appliances, toys, 

smartcards, MP3 players, PDAs, digital cameras, 
sensors, smart badges



Mobil

• Mobil modern: hingga
100 atau lebih prosesor
– Engine control unit
– Emissions control
– Diagnostics
– Automatic transmission
– Accessories (doors, 

windows etc)

http://www.howstuffworks.com/car-computer.htm



BMW 745i

• 2,000,000 LOC
• Windows CE OS
• 53 8-bit µP
• 11 32-bit µP
• 7 16-bit µP
• Multiple networks
• Yes, very buggy!

Larger embedded systems: aviation, industrial robotics, etc.



The CPU marker

• Pervasive/Ubiquitous computing <= 
Embedded systems
– Kebalikannya tidak benar



Karakteristik Embedded Systems

• Menjadi bagian dai sistem yang lebih besar
– Periferal terbatas

• Application-specific
– Baik hardware maupun software dirancang khusus

untuk aplikasi yang spesifik
– Tetapi, re-programmability merupakan suatu kebutuhan
– ‘HALT’ merupakan suatu bad state!

• Interaksi dengan dunia fisik



Kendala-Kendala
• Hardware

– CPU, Memory
– Power consumption
– Limited peripherals and slower buses
– Size, weight, environmental reliability

• Software
– Latency

• ‘Hard’ or ‘Soft’ Real-time requirements
– Limited HW resources
– Reliability

• Tidak mudah didebug
– Device heterogeneity

• Interoperabilitas menjadi suatu isu penting!



Embedded Systems Hardware

• Commercial off-the-shelf components (COTS)
– e.g. wireless radios, sensors, I/O devices
– Murah

• Application-Specific ICs (ASICs)
– ICs yang dirancang untuk keperluan/aplikasi khusus
– Kinerja yang sangat bagus pada aplikasi
– Embedded systems pada awalnya hanya ASICs

• Domain-specific processors
– DSPs
– Microcontrollers
– Microprocessors



Trend Baru Embedded Systems H/W 

• Systems-on-chip (SOCs))
– Usual (or desired) specs:

• 32-bit RISC CPU
• Built-in interfaces to RAM and ROM
• Built-in DMA, interrupt and timing controllers
• Built-in interfaces to disk or flash memory
• Built-in Ethernet/802.11 interfaces
• Built-in LCD/CRT interfaces

– SOCs baru muncul hampir setiap minggu!
• Contoh

– Intel StrongARM SA-1110
– Motorola PowerPC MPC823e
– NEC VR4181
– Dsb., dsb.

http://www.linuxdevices.com/articles/AT4313418436.html



Small (and cool) SOCs

• Camera-on-chip 
(Bell Labs) 

• CMOS-based
• 100,000 optical 

sensors in a 2D grid 
(active pixels)

• Daya sangat rendah
• Murah (~$50)

http://www.bell-labs.com/news/1998/july/15/1.html



Small (and cool) SOCs (cont’d)
• SPEC: one step closer to “Smart Dust”

– 2mm x 2.5 mm
– AVR-like RISC core
– 3k RAM
– 8-bit ADC
– FSK radio transceiver
– Paged memory system
– Lots of other cool stuff…

• Manufacturing cost
– $ 0.3 for the die
– $ 0.5 for the five external components 

(antenna, crystals, power source etc)

http://www.cs.berkeley.edu/~jhill/spec/



Beyond SOCs: RSOCs

• Reconfigurable System-on-Chip
– Processor core + (re)Programable logic

• E.g. FPGAs
• Merubah watak/perilaku sistem at the hardware level

– Contoh:
• Atmel’s FPSLIC

– Up to 40K Gates
– 8-bit microcontroller @ 40 MHz

• Triscend’s A7S
– Up to 40K Gates
– ARM-based

http://www.atmel.com/products/FPSLIC/
http://www.triscend.com/products/a7.htm



Embedded Software

• Tugas utama: ‘Not transformation of data 
but interaction with physical world’

• Mengakuisisi sifat-sifat fisika/kimia
lingkungan
– Perlu waktu
– Mengkonsumsi daya
– Tidak berhenti (kecuali gagal beroperasi)



Problem pada Embedded 
Software

• Mayoritas ditulis oleh mereka yang bukan
computer scientist
– Tantangan untuk CS: menemukan abstraksi yang lebih

baik agar memudahkan pekerjaan domain
– Domain experts biasanya skeptik

• ‘They see Java programs stalling for 1/3 second to perform 
garbage collection and update the UI and envision airplanes 
falling out of the sky’

• Metoda yang dipakai pada general-purpose 
software perlu banyak diadaptasi
– Mungkin diperlukan abstraksi baru



Guyana Perancis, 4 Juni 1996
US$800 million embedded software 

failure



Mars, 3 Desember 1999
Crashed due to uninitialised variable



Real-Time Embedded Systems

Make it faster!



Embedded Software Architecture 
Today



Embedded Software Architecture 
Tomorrow



Sifat-Sifat Embedded Software

• Timeliness
• Concurrency
• Liveness
• Interfaces
• Heterogeneity
• Reactivity



Timeliness

• Waktu: secara sistematik telah dibung dari teori
komputasi

• RTOS seringkali mereduksi karakterisasi suatu
task menjadi sebuah bilangan (yakni, prioritasnya)

• Tetapi: Komputasi memerlukan waktu
– Tetapi, bahkan pada komputer yang sangat cepat, waktu

masih perlu dipertimbangkan
– Proses fisik memerlukan waktu

• Perlu ditemukan abstraksi yang memungkinkan
kendali waktu!



Concurrency
• Di dunia fisik, banyak kejadian berlangsung pada waktu

yang sama
• Tantangan: mengkompromikan sekuensialitas software 

dengan konsurensi dunia nyata
– Pendekatan klasik (semaphores, monitors, dsb) memberikan

fondasi yang baik
• Tetapi : tidak mencukupi

– Pendekatan lain: kompilasikan konkurensi (Estrel)
• Estrel: synchronous/reactive language

– FSM based, deterministic behavior
• Keunggulan: program yang sangat dapat diandalkan
• Kekurangan: terlalu statik untuk sistem tertemtu

– Karena itu diperlukan pendekatan menengah



Liveness

• Program tidak boleh berakhir
– Tidak seperti model komputasi Turing 

tradisional, HALT tidak boleh terjadi
– Deadlock tidak dapat ditolerir

• Correctness bukan semata-mata
menampilkan jawaban akhir yang benar
– Harus mempertimbangkan hal-hal seperti

timing, power consumption, fault recovery, 
security and robustness



Reactivity
• Sistem disebut interaktif, bila: 

– Bereaksi dengan kecepatannya sendiri (atau kecepatan manusia
yang mengendalikannya)

• Sistem disebut transformatsional, bila:
– Mentransformasikan suatu input data menjadi suatu output data 

(misalnya perkalian dua buah matriks)

• Sistem disebut reaktif, bila:
– Bereaksi secara kontinu dengan lingkungan, selalu dengan

kecepatan reaksi yang tetap
– Harus beradaptasi terhadap perubahan kondisi

• Sumberdaya dan permintaan dapat sering berubah
– Kendala waktu nyata
– Safety-critical

• Fault-tolerance dapat merupakan isu utama



Embedded Operating Systems
• Sistem Operasi Bergaya Office

– PalmOS
– WindowsCE

• Real-Time Operating Systems
– VxWorks
– QNX

• Linux
– Linux sudah bersifat ubiquitous

• Banyak piranti menggunakannya
• http://www.linuxdevices.com/articles/AT4936596231.html

– Banyak variasi dari ‘soft real time’ ke ‘hard real time’
– Terdapat banyak commercial + open source products

• Lainnya
– TinyOS



Teknik Penjadwalan pada
Embedded Operating Systems

• Cyclic executive 
– Static schedulability analysis

• Hasilnya digunakan pada saat runtime
– Hebat untuk tugas-tugas yang periodik

• Tetapi : tidak flexible

• Event-driven non-preemptive
– Tugas-tugas direpresentasikan dengan functions (event 

handlers)
– FIFO
– Aman, tetapi terbatas



Scheduling (cont’d)

• Static/dynamic priority preemptive 
scheduling
– Static schedulability analysis
– Tidak ada schedule eksplisit: pada saat run-time 

laksanakan highest priority task pertama kali
• Rate/deadline monotonic, earliest deadline first, 

least slack

– Flexible, tetapi berpotensi bahaya
• Priority inversion
• Deadlock



Scheduling (cont’d)

• Dynamic planning-based scheduling
– Schedulability di-check pada saat runtime untuk task 

yang datang secara dinamik
• Schedule yang dihasilkan menentukan kapan eksekusi
• Bila scheduling gagal, lakukan tindakan alternatif

– Flexible dan lumayan predictable
• Dynamic best-effort scheduling

– Tidak ada checking
• Kapan kendala timing dipenuhi hanya dapat diketahui sesudah

task selesai atau deadline tidak terpenuhi
– System berusaha memenuhi deadline

• Tasks dapat di-preempted kapan saja



Memilih OS Yang Mana?

• Tergantung pada piranti dan tugas yang 
akan dilakukannya

• Bahkan dimungkinkan dibuat OS tersendiri
• Terdapat banyak kasus dimana embedded 

OS tidak diperlukan sama sekali!
– Seringkali yang diperlukan hanyalah sebuah

infinite loop dengan beberapa interrupt handlers
– “Getting by without an RTOS” 

http://www.embedded.com/2000/0009/0009feat4.htm



Menjembatani HW/SW gap: 
Masa depan?

“Automatically configurable embedded Linux OS 
for an Extensible Processor core”
– Mulai dengan sebuah versi Linux sebagai versi dasar

dari processor core
– Dengan dilakukannya modifikasi (ingat Reconfigurable 

SOCs), ‘OSkit’ terbentuk dan memungkinkan versi
dasar secara otomatik di-update

– Apakah ini berhasil?
• Tensilica (rSOC) dan MontaVista(Linux)
• http://www.tensilica.com/html/pr_2003_04_23.html





Pervasive Computing

‘A billion people, communicating with a million businesses, 
using a trillion different devices’

‘Technology moving beyond the personal computer to 
everyday devices with embedded technology and 

connectivity as computing devices’ www.webopaedia.com

• Pervasive/Embedded computing intrinsically linked.



Connectivity
• 802.11 wireless networking (a, b, g, i!)

– Single unified communications network?

• The end for network cabling?
– Security and availability issues to be addressed first.
– Speed still double the wireless alternative.

• A true personal network, through skin and clothes!
– Developed by Nippon Telegraph and Telephone (NTT).
– 10Mbit/sec link, equivalent to Ethernet network.
– Shake of hands exchanges PDA contact data!

• But would a skin network really be necessary?
– Security based on proximity.



Future Display Technology
• Dependent upon application, three main categories.

– Static Small Scale
• LCD/CRT Displays

– Mobile
• EyeTop integrated display ‘eyewear’.

• Portable Screen. C.f. Palmtop computers.
– Large Scale

• Projection onto buildings and landmarks.



Kevin Warwick ‘Captain Cyborg’
• Project Cyborg 1.0

– Implanted a tracking chip used to control 
devices in his surroundings.

– Emits a unique identifying signal.

• Project Cyborg 2.0
– Matrix chip attached directly to nerves in the 

arm.
– Intent to measure and control nerve signals for 

arm functions and senses.

• Is Kevin Warwick a fraud?
– Results not reported
– PR Hype, cowboy scientist
– Wants to implant tracking chip into an 11yr 

old following the disappearance of Holly 
Wells and Jessica Chapman.



Nanotechnology
• Atomic Engineering

– Rearranging atoms to create products, such as microscopic 
computers.

– Currently like ‘building Lego objects whilst wearing boxing 
gloves’.

• Numerous Uses
– Medical nanobots that repair the human body.
– Embedded systems exponential size reduction.
– Alchemy!



Automated House
• Centralised control of lights, heating, music, video, and any other 

electronic device.
• Central store of media, distributed to requested rooms.
• Technology already exists. Wi-Fi makes inter-device 

communication easy. RFID enables user identification.

• Control from outside the house through the Internet.
• Internet Fridge – reorders food when stocks are low.



Smart Products
• Radio Frequency Identification (RFID)

– Consists of transceiver and tags
– Transceiver emits radio waves
– Tags are integrated circuits

• They are powered by the radio signal
• They emit a signal or unique code that the transceiver can read

• Tags can be embedded into anything to track it
– Wal-Mart $3 billion stock tracking project
– Checkoutless supermarkets

• Issues of privacy
– When will tags be deactivated?
– Who will be able to monitor them?



Smart Cards

• Next generation of plastic cards
• Can store much more data
• Capable of onboard processing

– E.g. JavaCard allows Java byte code to be 
executed on the card’s processor

• Can use RFID to transmit data
– Mastercard are testing a credit card system

• What is the cost of losing the card?



Biometric Identity Systems

• Use a bio marker to identify people
– E.g. retinal scan, finger prints
– VeriChip chip implants

• Can be used to keep medical records, pay for goods

• Biometric ID Cards/Electronic passports
– Governments like the idea of secure IDs
– Do they really verify who you are?
– If they are compulsory how will misuse be stopped?



Aircraft Fly-By-Wire
• Computer systems sit between 

pilot and physical controls.
– No direct mechanical or hydraulic 

linkages between the cockpit 
controls and the control surfaces of 
the aircraft.

• Used in most modern aircraft
• Can stop pilot having tactile 

feedback from aircraft
• Is not immune from failure

– Airbus A320 crash, Paris 1988



Wearable and Lifestyle Computing

• e-Ink Newspapers, Digital Photo Frames
• Wearable computing



Multimedia
Robotics, Vision

Linear systems

Signal processing

EE

EIS

CS
Control

Architecture
CAD for VLSI
Configurable systems

Discrete-event systems

Real-time systems
Concurrent software
Networks

Languages
Complexity
Automata
Software engineering
Compilers

Algorithms
Operating systems

Graphics
User interfaces
Databases

Nonlinear systems

Simulation

Artificial Intelligence

Communications
Information theory
Queueing theory

Circuits
Electronics
Devices
Process technology
E & M
Power systems
Plasmas
Quantum & Optical

Impact on Education –
Intellectual Groupings in EECS



Prototype Pencacah Penumpang
(Yunus Tohir, D3 Elektronika dan

Instrumentasi)



Prototipe Mesin Pelobang
PCB(Sofyan Lukman Fiandy, 

MKOM-UGM)



Kendali Berbasis AT89C52 dan
SMS

(Yeyen Efendy, SKOM-UGM)
• Tulis SMS berisi
• PSWD=07496;
• L1 = 1; L2 = 1; L3 = 1; L4 = 0; L5=0; L6 = 

1; L7 = 0;
• GET-STATUS;
• Kirim ke : 081 226 03521



Biodata

• Jazi Eko Istiyanto memperoleh gelar
sarjana ilmu fisika (1986) dari Universitas
Gadjah Mada, Yogyakarta, Indonesia. 
Kemudian ia mengikuti studi lanjut di
Inggris dan memperoleh Postgraduate 
Diploma in Computer Programming 
and Microprocessor Applications (1987), 
M.Sc in Computer Science (1988), dan
Ph.D in Electronic Systems Engineering
(1995), semuanya dari University of 
Essex. Kini ia adalah Ketua Program Studi
Elektronika dan Instrumentasi pada
Jurusan Fisika, dan mengajar pada
Program Magister Ilmu Komputer serta
Program Magister Ilmu Fisika,  Universitas
Gadjah Mada. Minat risetnya meliputi
information security, web services, dan
embedded systems. Dr. Jazi adalah anggota
Himpunan Fisika Indonesia dan Persatuan
Insinyur Indonesia.


